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PUF: Electrical Fingerprint

» APUF is an “electronic fingerprint” that provides certain
outputs (responses) with respect to certain inputs (challenges),

where the challenge-response pairs (CRPs) are unpredictable
and unique to each particular device.
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Problems for Existing Intrinsic PUFs

» Existing PUFs exploit manufacturing variations - static
challenge-response behavior - long-term security risk
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Reconfigurable PUF based on VC-MTJ

= Readout via tunneling magnetoresistance (TMR)
= Reconfigured via ns voltage pulse
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Demonstration of 10 X 10 PUF array using VC-MTJ

= PUF instances reconfigured with voltage pulses of 2.2 V, 10 ns
= Entropy ~ 1, inter-Hamming distance ~ 50%, correlation

coefficient ~ 0O
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VCMA enhanced reliability

= No bit error in 104 readouts
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Conclusions

» MTJ-based reconfigurable PUF with effective metrics has been
demonstrated

» Reconfiguration realized by voltage pulses as short as 10 ns using
VCMA

= PUF constructed with a 10 X 10 perpendicular MTJ array with high
TMR

= Entropy of ~1, inter-HD of ~ 50%, correlation coefficient of ~ 0, and
zero bit-errors in 10* repeated readout

» Reliable and compact solution for hardware authentication in
CMOS + spintronics integrated systems.




