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Abstract

Physically unclonable functions (PUFs) have emerged to overcome the shortcomings of conventional software-based cryptographic
technology. Existing PUFs exploit manufacturing variations, which results in a static challenge-response behavior and present a long-term
security risk. Here we show a reconfigurable PUF based on nanoscale magnetic tunnel junction (MTJ) arrays that uses stochastic
dynamics induced by voltage-controlled magnetic anisotropy (VCMA). A total of 100 PUF instances were implemented using 10 ns
voltage pulses on a single chip with a 10x10 MTJ array. All PUF instances showed entropy close to 1, inter-Hamming distance close to
50%, and no bit errors in 10% repeated readout measurements.
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Conclusions
« MTJ-based reconfigurable PUF with effective metrics has been demonstrated

 Reconfiguration realized by voltage pulses as short as 10 ns using VCMA

 PUF constructed with a 10 x 10 perpendicular MTJ array with high TMR

 Entropy of ~1, inter-HD of ~ 50%, correlation coefficient of ~ 0, and zero
bit-errors in 10% repeated readout

 Reliable and compact solution for hardware authentication in CMOS +

spintronics integrated systems.
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