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Abstract. Interest in the use of neurophysiological instruments for real-world 

studies in the workplace is increasing, also intensified by the simultaneously 

growing use of various commercial self-tracking technologies. However, the 

application of neurophysiological tools for real-world workplace research is 

associated with challenges - an aspect that has received little attention in previous 

research. This article outlines the key challenges encountered when applying 

neurophysiological measurements in the workplace, drawing on insights gained 

in an interdisciplinary research project on digital workplaces. We identify 

challenges along four main themes: technical tool requirements, data processing 

and interpretation, tool interaction, and organizational collaboration. 

Additionally, we discuss how these challenges were addressed within our case. 

As a contribution, this article offers important considerations and 

recommendations for the effective application of neurophysiological tools in 

real-world workplace research.  

Keywords: Workplace Stress · Self-Tracking · Quantified-Self · 

Neurophysiological Measurement · Neuroergonomics · NeuroIS  

1 Introduction  

The widespread adoption of self-tracking technologies has made wearable devices a 

common tool for monitoring daily activities [1, 2]. Within the quantified-self movement 

[3], individuals track aspects such as sleep, mood, nutrition, or physical activity in their 

daily life [4–6]. As a result, the acceptance of neurophysiological tools for field 

research is likely to increase. While often used in controlled laboratory settings, their 
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application extends to real-world situations [7, 8]. In this context, neuroergonomics - 

the study of the human brain in relation to performance at work - emerged as an 

interdisciplinary field [9, 10]. Indeed, there is a growing interest in using 

neurophysiological tools for real-world studies at the workplace [11–14], enabling to 

capture workers’ reactions to varying working conditions (e.g., workload, interruptions 

[15, 16]) or to stress [17, 18] and attention levels across the workday. Considering this 

increasing interest, it is crucial to acknowledge the unique challenges inherent in 

designing and implementing studies using neurophysiological tools within the 

workplace – an aspect that has received little attention in existing literature.  

In this article, we report on key challenges of applying neurophysiological 

measurements in the workplace, drawing on experiences from an interdisciplinary 

research project1 that explores digital workplaces [19] through the lens of digital 

humanism [20, 21]. We discuss challenges across multiple themes, encompassing the 

selection of tools, data processing and interpretation, interaction with the tools/system, 

and coordination activities with organisations. Moreover, we describe how we 

addressed the challenges in our project and discuss potential benefits and drawbacks. 

Thus, our contribution lies in heightening awareness for practical challenges for 

applying neurophysiological tools within workplace settings and providing guidance 

for fellow researchers. 

2 Challenges for Neurophysiological Data Collection 

Due to the increasing integration of information and communication technologies into 

everyday work, work in organizations changes [22]. Working conditions including 

work intensification [23], digital interruptions [24], or fragmented work [25] emerge, 

contributing to work-related stress. In the interdisciplinary research project ShapeTech, 

we aim to capture workers’ experiences in such digitized work environments and 

develop strategies for the humanization of work and technologies, in which the term 

‘humanization of work’ refers to pursuing humane goals [21]. To achieve this, we 

research employees in two companies as case studies, equipping them with 

neurophysiological tools during their workdays.  

Neurophysiological tools include for example the electrocardiogram and 

electroencephalography [26]. These tools allow for the direct extraction of biometric 

data from an individual's body, serving as indicators for bodily reactions as well as 

cognitive and emotional processes, including stress levels and attention [27–29]. For 

instance, the electrical activity of the heart or the sweat levels in the eccrine glands of 

the palms can signal stress [30, 31]. As another example, the electrical activity on the 

skull surface indicates different levels of brain activity representing various cognitive 

and emotional constructs [32–34], such as attention. Commercially available tools for 

measuring these parameters are becoming widespread in the market (cf. [35]), falling 

 
1 ShapeTech: “Shaping technology: biometric data, collective empowerment and humanization 

of work” (2021 – 2024); shapetech.ict.tuwien.ac.at; Funded by Vienna Science and 

Technology Fund (WWTF) under project number ICT20-034. 

https://shapetech.ict.tuwien.ac.at/
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under the realm of quantified-self technology (QST) [1, 3, 36]. Example QSTs include 

headsets (Neurosityi, Flowtimeii), smartwatches (by Fitbitiii, Appleiv, Garminv), shirts 

(Hexoskin Smart Shirtvi, Sensoree GER Mood Sweatervii), or smart rings (Oura Ringviii, 

RingConnix). These technological trends are familiarizing people with tracking tools, 

so there seems to be a basis for neurophysiological measurements in the workplace. 

Moreover, research has indicated that these consumer-grade instruments can often be a 

viable alternative to high-quality research tools (e.g., for EEG [35]). However, 

commercial products cannot always be used for research studies – not only due to data 

security and privacy issues, but also because they influence user expectations in terms 

of user experience. Consequently, employing neurophysiological tools for workplace 

research entails challenges. We have outlined a collection of these challenges in the 

table below. In the remainder of this section, we will discuss how we answered these 

questions for our project. 

Table 1. Questions relating to key challenges for neurophysiological data collection in real-

world workplace settings. 

Theme Questions 

Selection of 

tools 

- How many different types of tools (e.g., smartwatch, headband) should be 

used and should they communicate? Is an overall system, like an app, 

needed to control the tools and provide feedback? 

- Do the tools provide adequate “real-world usability” in terms of comfort, 

maintenance, reliability, ease of use, movement, and visibility throughout 

the workday?  

- How many identical devices are needed for large-scale simultaneous 

testing?  

- How is the data stored to ensure data privacy and protection? 

- Should the tool provide raw data?  

Data 

processing & 

interpretation 

- How is the data processed? How transparent (disclosed underlying 

algorithms vs. black box) and valid are the metrics provided by commercial 

tools? Which methods (e.g., machine learning) are being used when 

processing raw data and what is the validity of the results? 

- How is the data contextualized in relation to reference groups (norms) or 

points in time? 

- What types of data is (needs to be) collected besides neurophysiological 

data? How are different types of data points aligned?  

Tool/system 

interaction  

- What interactions between user and tools are required; which ones are 

possible? What is the extent and the modality (input, output) of interaction?  

- If, how, and when is the data presented to participants?  

- How is the user experience (also compared to similar commercial 

products)?  

- Are there methodological implications (e.g., bias) of tool/system 

interaction?  
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Coordination 

with 

organizations 

- What coordination tasks are needed before, during, and after the study, 

including communication with management, works council, and workers?  

- What agreements are necessary regarding data protection, managerial 

regulations, and privacy issues? 

 

Selection of Tools: To capture workers’ experiences in digitized work environments 

we provided office workers with two neurophysiological tools - the Empatica E4 

smartwatch to identify stress [28–30] and the BrainLink Pro headband to measure 

attention levels [31] throughout multiple workdays. Additionally, we developed an 

Android app that enables participants to initiate data collection independently 

(switching tools on and off), a critical aspect for real-world research. It also provides 

awareness of battery status and sends notifications for time sampling methods. For 

project planning, it is important to consider that developing such an app requires 

resources. Alternatively, one could consider utilizing commercial products that come 

with accompanying apps. However, not all commercial products offer real-time access 

to raw data, essential for researching algorithms for infer stress from 

neurophysiological data. Also, not all available tools are suitable for measuring data 

throughout a whole workday. Moreover, some commercial products store data outside 

of Europe (e.g., America, Asia) which raises concerns regarding compliance with data 

protection regulations such as GDPR2. By developing our own system, we ensured that 

data is stored on the individual device. 

One crucial requirement is “real-world usability” of the tools being used, meaning 

they should be comfortable, reliable, easy to maintain, and seamlessly integrate into the 

user's workday in terms of movement and visibility. However, meeting these standards 

can be challenging. For example, visibility issues may arise, particularly when wearing 

headbands during meetings or customer interactions. Comfort is challenged when tools 

interfere with other work equipment such as wearing headbands alongside headphones. 

Managing the devices during the workday may also present a logistical challenge for 

participants. In our study, devices needed to remain close together, so we supplied 

smartphone bands for this purpose. Unlike controlled laboratory environments where 

researchers can provide consistent support, studies in real-world require high device 

reliability. Poor reliability can impact data quality. Although participants may be able 

to address issues independently (depending on their digital skills), remote support is 

crucial for resolving any potential problems. Furthermore, the stability of the system 

during movement is to be addressed, as workers often stand up, move around inside 

and outside office buildings. In our studies, participants had to move between buildings, 

necessitating the maintenance of connections such as GPS, Internet, and Bluetooth. 

Finally, a sufficient number of identical tools and backup sets, ideally with similar 

age, usage levels, same batteries and sensors is necessary to ensure consistent 

performance. However, in studies requiring larger samples, as needed in real-world 

settings, obtaining a number of identical devices may not always be feasible.  

Data Processing and Interpretation. Researchers may choose to use pre-calculated 

metrics provided by commercial tools for processing and interpreting 

 
2 General Data Protection Regulation (https://gdpr-info.eu/) 
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neurophysiological data (e.g., BrainLink offers pre-calculated metrics for attention 

levels). An advantage of this approach is that less effort is required in developing 

models. Challenges in this context relate to the transparency of metrics and how valid 

interpretation can be ensured. For commercial tools, vendors might not disclose 

underlying algorithms rendering the computation as a black box. If pre-calculated 

metrics are not used, researchers still need to choose methods that ensure valid results. 

In our project, one research objective was to improve existing stress detection 

algorithms. Thus, we did not rely on pre-calculated metrics. Instead, we trained 

machine learning models on established datasets [e.g., 28] and validated and refined 

them using data collected in our study. 

Furthermore, data needs to be contextualized, for example, in relation to reference 

groups or different points in time. While some commercial tools provide norms for 

interpretation, this is not always the case. For example, the pre-calculated metric for 

attention provided by the BrainLink Pro headband is scaled to values between 0 and 

100; however, how values are typically distributed remains unknown. This might be 

particularly problematic if metrics are based on black-box algorithms due to the 

additional lack of transparency. In comparison, the use of well-established datasets to 

develop custom models as in our project [38] - while more challenging - can provide 

more reliable reference points for interpreting data corroborated by academic research. 

Researchers also need to consider which other types of data need to be collected 

alongside neurophysiological data. In our project, focusing on neurophysiological 

reactions to digitalized work, we included self-reports on subjective experience and 

contextual factors. Thus, following the approach of complementing NeuroIS and 

psychometric methods [24]. For that, participants filled out questionnaires at the 

beginning and end of each workday including a day reconstruction of their activities 

[39]. Given the continuous nature of neurophysiological measurements, another 

challenge concerns the alignment of neurophysiological data with other types of data 

collected at discrete points in time. For example, we decided to form averages across 

specific time periods to better understand the relation between neurophysiological data, 

subjective experience, and contextual factors. 

Interaction with the Tools/System. Like most real-world studies, ours required 

participants to have minimal interaction with the tools, including charging them and 

turning them on and off. For our research, there was the requirement to collect data 

about stress, for which we used experience sampling [40–42] via app notifications with 

single-item measures at random points in time. When deciding for interaction with 

tools, it is important to balance the need for interaction with its methodological 

implications. Thus, in our research, participants could respond at their convenience to 

minimize bias in their interaction with the system.  

Moreover, measurement tools can be used to display information to participants. 

Depending on research objectives, this could be used as a deliberate intervention. 

Additionally, participants’ experiences with commercial QST might shape their 

expectations regarding user experience, including if and how data is visualized. In our 

study, we decided to keep feedback on the data during the study at a minimum to avoid 

introducing biases. Instead, each participant received an individual report visualizing 

data from different sources (neurophysiological data and self-reports) after the study 
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for reflection purposes. In general, when presenting data to participants, it is important 

to manage potential expectations of participants emerging from commercial QSTs, 

consider how data is contextualized (e.g., comparison to norms), and find a balance 

between simplicity and sufficient information. 

Coordinating activities with organizations: Conducting real-world workplace 

research demands elaborate management of the study process. Key stakeholders 

including management and the works council must be engaged and informed. This 

entails scheduling appointments for presenting the aim, methods, and results of the 

study, and discussing crucial aspects like data protection, storage, and access, ensuring 

compliance with regulations such as GDPR and company policies, and incentives for 

participation.  

3 Conclusion 

This work is situated in a context where QST use in daily life and neuroergonomics 

(i.e., using neurophysiological tools for workplace research) coexist. QST use affects 

participants’ expectations regarding technical capabilities and user experience, which 

needs to be addressed in research studies. Drawing from our experience in a research 

project on work-related stress, we outline questions and describe our approaches to 

address them, thus providing a practical checklist to aid researchers in planning similar 

studies. Although a singular challenge in itself may seem obvious and manageable, it 

is the combination of a variety of different challenges that makes collecting 

neurophysiological data in the workplace so complex. We believe that by making this 

multitude of challenges salient, our article offers a valuable contribution to the NeuroIS 

community. In conclusion, we underscore the importance of neurophysiological tools 

to meet certain criteria for studies in the digital workplace. Ideally, these tools should 

be reliable, out-of-the-box solutions, provide transparency, and ensure full control over 

data.  
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